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Abstract
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Materials and Methods (cont.)

In this project, we decided to use the nopCommerce open-source eCommerce
solution for our simulated small business. Leveraging the pre-configured web
server provide to our group, we installed the nopCommerce solution package
and built our security program around the web site. Our security program
consists of nginx configured web server and load balancer, SSL certificate for
encryption, firewall and a secure backend SQL server.

Nginx
For our web server we installed and configured nginx to be the primary
component of our logic layer. We modified the default nginx SSL virtual host file
and adjusted the virtual host response to HTTPS requests on port 443 and 80.

SSL

Introduction
In recent months, nopCommerce experienced a system attack that causing a
complete temporary shutdown of the site. The attackers identified the adhoc
web server configuration and bindings which allowed them to leverage a tactic
called URL misinterpretation to impersonate an admin on the web server and
cause the web server to not properly parse the URL. Once access was gained,
the hackers were able to identify the system paths to user information and key
database files. nopCommerce was able to identify the intrusion and secure the
system, but system had to be shut down and the system configuration had to
be correct. The attackers obtained user information for about 10% of customer
base and retrieve valuable financial information. With the looming possibility of
another attack, nopCommerce management decided to bring in a third-party
group to build a security solution and implement techniques to prevent any
future attacks. Our group was hired to design a security solution and
implement the tools needed to prevent a future attack.
The scope of our project is limited to the security architecture of the
nopCommerce infrastructure. Our primary objective is to design and implement
a strong security solution that utilizes best practice security techniques to
prevent future system attacks. We will establish a secure network connection
between web application and backend web server while leveraging a firewall
and SSL to ensure encrypted web traffic. Our objectives include configuring
the VM, create and connect to SQL server/database, develop secure network
connections, configure firewall, configure nginx web server and configure SSL
certificate.

As part of our solution we implemented an SSL certificate to ensure we have a
secure encryption on requests. We were able to generate the servers public
certificate and private keys through our Linux terminal. We also created a stong
Diffie-Hellman group on the server to ensure PFS protocals are used with the
clients.

Results
Our systems was configured into three parts; the presentation layer,
logic layer and data layer. Within the presentation layer we have the
site itself where users can log in and perform ‘shopping’ functions,
then send HTTP/HTTPS requests to our web server. Between our
presentation and logic layer the SSL and firewall encrypt and authorize
secure requests. The logic layer processes the request on the nginx
web server and retrieves the data from the database. Our data layer is
build on a Microsoft SQL server and has a secure connection to the
web server. The below two figures represents each component of the
overall system architecture.

The importance of cybersecurity has quickly risen over the recent decades due
to the overall advancement of technology. This risk is multiplied for small
businesses that may not have the resources to maintain the proper security
measures necessary to mitigate risk, which often results in a target on the back
of these smaller companies due to the enticing fact that the valuable information
that they hold within their systems is most likely insecure. The task for our
project was to create a security plan for simulated small business to ensure that
the business is not vulnerable to any attacks or breaches that may come. We did
this through setting up and configuring a Virtual Machine, creating, and
connecting to an SQL Server/DBMS, developing user base, developing network
connections, configuring a firewall, configuring the Nginx web server, and
configuring SSL. To ensure a secure checkout process, we decided that the best
option would be implementing secure SSL. We were able to implement a selfsigned SSL certificate by generating the server's public certificate and private
key. We also created a strong Diffie-Hellman group on the server to ensure PFS
protocols are used with clients and successfully tested our SSL encryption and
set up a permanent redirect for our URL. We were also to successfully
implement the SSL by configuring our Ngnix server to be able to use it through
modifying the default Ngnix SSL virtual host file and making sure that the virtual
host would respond to HTTPS requests on port 443 and 80. Overall, this project
was extremely successful based on not only meeting the goals and deliverables
that were set but throughout going above and beyond while creating the most
secure small business that we could give the resources that we were able to
obtain such as enhancing the overall security of the site by adding such
measures as reCaptcha.
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